
Data Subject Access Requests [DSARs] 

 
Data Protection Act 2018  
 

 applies to the processing of UK residents’ personal data 
 controls how your personal information is used by organisations, businesses or the government. 
 you have the right to find out what information the government and other organisations store about 

you. The right to: 
 

 be informed about how your data is being used 
 access personal data 
 have incorrect data updated 
 have data erased 
 stop or restrict the processing of your data 
 data portability (allowing you to get and reuse your data for different services) 
 object to how your data is processed in certain circumstances 
 automated decision-making processes (without human involvement) 
 profiling, for example to predict your behaviour or interests 

 
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted 
 
 
The PECR (Privacy and Electronic Communications (EC Directive) Regulations 2003) 
 

 a UK law that implements the EU’s ePrivacy Directive (Directive 2002/58/EC) and set out privacy 
rights relating to electronic communications. 

 The PECR are affected by the GDPR (General Data Protection Regulation)’s rules on consent, so it is 
essential for organisations to ensure they comply with both laws if they send electronic marketing 
messages, use cookies or provide electronic communications services to the public. 

 the latest amendment came into effect on 17 December 2018, introducing director liability for non-
compliance caused by director connivance or negligence. 

 Actions include criminal prosecution, non-criminal enforcement, audit and the imposition of 
monetary penalties of up to £500,000. 

 The PECR apply to: 
 

 Electronic marketing, including telephone calls, SMS messages, emails and faxes; 
 The use of website cookies to track visitors; 
 The security of public electronic communications services; and 
 The privacy of users of electronic communications services. 

 
https://www.legislation.gov.uk/uksi/2003/2426/contents/made  
 
 

WHEN TO USE: 

Before making your claim 
[discovery]

Claims against you 
[AGENT, DCA, BAILIFF, 
COUNCIL TAX, LIABILITY 
ORDER/SUMMONS, 
REPOSSESSION, POLICE, 
CPS etc] 

WHY TO USE: 

 To seek full disclosure of your personal data contained within PERTINENT 
documents an organisation should have, to validate an alleged debt; a Deed of 
Assignment, Deed of Novation, Notice of Assignment, Liability Orders 

 To obtain necessary information/data to support any of your claims 
 To validate an alleged debt by asking for statements of accounts from conception, 

proving made up debt 
 To ensure the organisation has a lawful basis for administering your property [data]  
 To evidence criminality and support a claim for compensation 
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The General Data Protection Regulation (GDPR)  
 

 a law that governs how organisations process personal data 
 gives data subjects more control over how their personal data is processed and places a range of new 

obligations on organisations that process and control the processing of personal data. 
 Following Brexit, there are now two GDPRs: the EU GDPR and the UK GDPR. 

 
 The EU GDPR supersedes the EU Data Protection Directive 1995 and all member state law 

based on it. It applies to organisations that process or control the processing of EU residents’ 
personal data, wherever the organisations are based. 

 The UK’s post-Brexit version of the EU GDPR is the UK GDPR. It is substantially similar to the 
EU regulation and places similar obligations on data controllers and processors. 

 The UK GDPR and DPA 2018 should be read together 
 
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/ 
 
 

7 KEY PRINCIPLES OF DATA SUBJECT ACCESS REQUEST: 

The UK GDPR sets out seven key principles: 

 Lawfulness, fairness and transparency 
 Purpose limitation 
 Data minimisation 
 Accuracy 
 Storage limitation 
 Integrity and confidentiality (security) 
 Accountability 

These principles should be consistently demonstrating throughout the processing of personal data. 

 

GDPR 

Article 5 (2): “The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 
(‘accountability’).” 

Article 6:  Lawfulness of Processing at least one of the following applies: 

1. the data subject has given consent to the processing of his or her personal data for one or more specific 
purposes; 

2. processing is necessary for the performance of a contract to which the data subject is party or in order to take 
steps at the request of the data subject prior to entering into a contract; 

3. processing is necessary for compliance with a legal obligation to which the controller is subject; 
4. processing is necessary in order to protect the vital interests of the data subject or of another natural person; 
5. processing is necessary for the performance of a task carried out in the public interest or in the exercise of 

official authority vested in the controller; 
6. processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, 

except where such interests are overridden by the interests or fundamental rights and freedoms of the data 
subject which require protection of personal data, in particular where the data subject is a child. 

Article 12: Transparent information, communication, and modalities for the exercise of the rights of the data subject. 

Article 14: Information to be provided where personal data have not been obtained from the data subject 
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Article 15: Right of access by the data subject the purposes of the processing; 

1. the categories of personal data concerned; 
2. the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular 

recipients in third countries or international organisations; 
3. where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria 

used to determine that period; 
4. the existence of the right to request from the controller rectification or erasure of personal data or restriction 

of processing of personal data concerning the data subject or to object to such processing; 
5. the right to lodge a complaint with a supervisory authority; 
6. where the personal data are not collected from the data subject, any available information as to their source; 
7. the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least 

in those cases, meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

 

Article 16: Right to rectification 

Article 17: Right to erasure  

Article 18: Right to restriction of processing 

Article 19: Notification obligation regarding rectification or erasure of personal data or restriction of processing 

Article 21: Right to object 

Article 22: Automated individual decision-making, including profiling 

Article 23: Restrictions 

Article 45: Transfers on the basis of an adequacy decision 

Article 83: General conditions for imposing administrative fines 


